BO TU PHAP CONG HOA XA HQI CHU NGHIA VIET NAM
CUC CONG NGHE THONG TIN Poc 1ap - Tw do - Hanh phuc

S&3/CNTT-HTKT&ATTT Ha N¢i, ngay 20 thang 07 nim 2022
V/v Canh bao 160 hong bao mat anh hudng
cao trong cac san pham Microsoft cong bd
thang 07/2022.

Kinh gtri: - Thu truéng cac don vi thude Bo;
- Giam dbc So Tu phap cac tinh, thanh ph6 true thudc
Trung vong;
- Cuc truong Cuc Thi hanh an dan sy cac tinh, thanh
phé truc thudc Trung wong.

Hién nay, tinh hinh an toan an ninh thong tin trong nudc dang c6 dién bién
phuc tap, cac don vi chuyén trach vé an toan an ninh thong tin lién tuc dua ra
cac canh bao, khuyén nghi vé cong tac dam bao an toan an ninh thong tin. Ngay
12/07/2022, Microsoft da phat hanh danh sach ban vé thang 7 voi 84 16 hong
bao mat trong cic san pham cta minh. Ban phat hanh thang nay c6 cac 16 hong
bao mat dang cha ¥ nhu: Cho phép ddi tuong tin cong thuc thi mé tir xa khéng
can xac thuc; cho phép dbi twong tan cong thuc hién leo thang dic quyén; tin

cong chiém quyén diéu khién hé thong.

Nham bao dam an toan, an ninh thong tin va phong tranh nguy co bi tin
cong vao hé thong mang ctia don vi, Cuc Cong nghé théng tin dé nghi Quy don

vi thuc hién mdt s6 ndi1 dung, cu thé:

1. Kiém tra, ra soat va xac dinh may chu, may tram st dung hé diéu hanh
Windows c¢6 khéa nang bi anh huong; Thuc hién cap nhat ban v4 bao mat theo
hudéng dan chi tiét tai myc Thong tin diéu hanh/Thong tin can luu y trén Cong

thong tin dién tir Bo Tu phap: https://moj.gov.vn.

2. Tang cudng gidm sat va san sang phuong an xtr 1y khi phat hién c6 dau

hiéu bi khai thac, tin cong mang.


https://moj.gov.vn/

Trong trudng hop can thiét, Quy don vi co thé lién hé dau mbi hd tro:
Phong Ha tang k¥ thudt va an toan thdng tin — Cuc Cong nghé thong tin, dién
thoai: 024.62739717, Email: support@moj.gov.vn.

Tran trong./.

Noi nhin: KT. CUC TRUONG
- Nhu trén; 8 8

- Th truong Nguyén Khanh Ngoc (dé b/c); PHO CUC TRUONG
- Cuc truong (dé b/c); s

- PCT Nguyén Chi Diing (d¢ biét);
- PCT Ta Thanh Trung (dé biét);
- Luu: VT.

Pham Duc Du
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