BO TU PHAP CONG HOA XA HQI CHU NGHIA VIET NAM
CUC CONG NGHE THONG TIN Poc 1ap - Tu do - Hanh phic

S0:344 /CNTT-HT&ATTT Ha Noi, ngay 22 thang 04 nam 2024
V/v Canh bao 16 hong bao mat anh huéng
cao trong cac san pham Microsoft cong bd
thang 04/2024.

Kinh gtri: - Thu truéng cac don vi thudc Bo;
- Giam dbc S¢ Tu phap cac tinh, thanh phé truc thudc
Trung wong;
- Cuyc truéng Cuc Thi hanh an dan su cac tinh, thanh
phé tryc thudc Trung wong.

Hién nay, tinh hinh an toan an ninh thong tin mang trong nuéc va qudc té
dang c6 dién bién phirc tap, cac don vi chuyén trach vé an toan an ninh thong tin
mang lién tuc dua ra cac canh bao, khuyén nghi vé cong tac dam bao an toan an
ninh thong tin mang. Ngay 09/04/2024, Microsoft da phat hanh danh sach cac
ban va thang 04/2024 véi 147 16 hong bao mat trong cac san pham ctia minh.
Tin tic loi dung céc 16 héng bdo mat nay nham tan cong thuc thi ma tur xa; tAn

cong vugt qua co ché bdo v¢; tan cong gia mao.

Nhim bao dam an toan, an ninh théng tin mang va phong tranh nguy co bi
tan cong vao hé théng mang ctia don vi, Cuc Cong nghé thong tin dé& nghi Quy
don vi Kiém tra, ra soat va xac dinh may chd, may tram st dung hé diéu hanh
Windows va cac san pham ctia Microsoft ¢ kha ning bi anh huong; Thuc hién
cap nhat ban va bao mat theo khuyén cado cua Microsoft (Chi tiét tai Phu luc kéem

theo cong van nay).

Trong qué trinh thuc hién néu c6 khé khan, vudng mac, dé nghi Quy don vi

phan anh kip thoi vé Cuc Cong nghé thong tin dé duoc huéng dan, hd tro.

Thong tin dau méi lién hé:

- Ho va tén: Tran Vin Diing

- Chirc vu: Chuyén vién Phong Ha tAng va an toan thong tin
- Sb dién thoai: 024.62739717

- Dia chi thu dién tir: tranvandung@moj.gov.vn


mailto:tranvandung@moj.gov.vn

Cuc Cong nghé thong tin tran trong cam on sy quan tim, phéi hop ciia Quy
don vi./.

Noi nhén: KT. CUC TRUONG
- Nhu trén; o

- Thir truéng Mai Luong Khéi (dé b/c);
- Cyc trudng (dé b/c);
- Luu: VT, HT&ATTT.

Ta'\T hanh Trung



PHU LUC: HUONG DAN CHI TIET LO HONG BAO MAT TRONG
CAC SAN PHAM MICROSOFT

1. Thong tin cac 15 hong an toan thong tin

STT CVE Mo ta Link tham khao
- Diém: CVSS: 8.8
(Cao)
- M6 ta: L3 héng trong
Remote Procedure Call
Runtime (RPC) cho https://msrc.microsoft.com/upda
1 CVE-2024-20678 | phép ddi tuong tan cong | te-guide/vulnerability/CVE-
thuc thi ma tir xa. 2024-20678
- Anh huéng: Windows
10, Windows 11;
Windows Server 2008,
2012, 2016, 2019, 2022.
- Piém: CVSS: 8.8 (Cao)
- Mo ta: Ld hong trong
SmartScreen cho phép
d6i twong tdn cong vuot | https://msrc.microsoft.com/upda
2 CVE-2024-29988 | qua co ché bao vé. te-guide/vulnerability/CVE-
- Anh huéng: Windows | 2024-29988
10, Windows 11;
Windows Server 2019,
2022.
- Pbiém: CVSS: 8.8 https://msrc.microsoft.com/upda
(Nghiém trong) te-guide/vulnerability/CVE-
- Mo ta: L6 hong trong | 2024-21322
CVE-2024-21322 | Microsoft Defender for | https://msrc.microsoft.com/upda
3 CVE-2024-21323 | IoT cho phép ddi tuong | te-guide/vulnerability/CVE-

CVE-2024-29053

tan cong thuc thi ma tir
Xa.

- Anh huéng: Microsoft
Defender for IoT.

2024-21323
https://msrc.microsoft.com/upda
te-guide/vulnerability/CVE-
2024-29053
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CVE-2024-20670

- Piém: CVSS: 8.1
(Cao)

- M6 ta: L3 héng trong
Outlook for Windows
lam 16 lot NTML hash,
cho phép dbi tuong tan
cong thyc hién tan cong
gia mao (spoofing).

- Anh huéng: Outlook
for Windows.

https://msrc.microsoft.com/upda
te-guide/vulnerability/CVE-
2024-20670

CVE-2024-26256

- biém: CVSS: 7.8 (Cao)
- M6 ta: L3 héng trong
thu vién nguén mo
libarchive cho phép déi
tugng tan cong thuc thi
ma tu xa.

- Anh huéng: Windows
11; Windows Server
2022.

https://msrc.microsoft.com/upda
te-guide/vulnerability/CVE-
2024-26256

CVE-2024-26257

- Piém: CVSS: 7.8 (Cao)
- M6 ta: L3 héng trong
Microsoft Excel cho phép
d6i twong tan cong thuc
thi ma tur xa.

- Anh huéng:

Microsoft 365 Apps for
Enterprise, Microsoft
Office LTSC for Mac.

https://msrc.microsoft.com/upda
te-guide/vulnerability/CVE-
2024-26257

CVE-2024-26221
CVE-2024-26222
CVE-2024-26223
CVE-2024-26224
CVE-2024-26227
CVE-2024-26231
CVE-2024-26233

- Piém: CVSS: 7.2 (Cao)
- Mo ta: LS hong trong
Windows DNS Server
cho phép ddi tuong tan
cong thyc thi ma tur xa.

- Anh huéng: Windows
Server 2016, 2019, 2022.

https://msrc.microsoft.com/upda
te-guide/vulnerability/CVE-
2024-26221
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te-guide/vulnerability/CVE-
2024-26224
https://msrc.microsoft.com/upda
te-guide/vulnerability/CVE-
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2024-26227
https://msrc.microsoft.com/upda
te-guide/vulnerability/CVE-
2024-26231
https://msrc.microsoft.com/upda
te-guide/vulnerability/CVE-
2024-26233

8 CVE-2024-26234

- Piém: CVSS: 6.7 (Cao)
- M6 ta: LS hong trong
Proxy Driver cho phép
d6i twong tan cong thuc
hién tin cong gia mao
(spoofing).

- Anh huéng: Windows
10, Windows 11;
Windows Server 2008,
2012, 2016, 2019, 2022.

https://msrc.microsoft.com/upda
te-guide/vulnerability/CVE-
2024-26234

2. Huéng din khic phuc

Bién phap tot nhat dé khic phuc 1a cip nhét ban va cho cac 16 hong an

toan thong tin néi trén theo hudng dan cia hang. Quy don vi tham khao cac ban

cap nhat phu hop cho céc san pham dang sir dung tai link nguén tham khéo tai

muc 1 cta Phu luc.

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/

https://www.zerodayinitiative.com/blog/2024/4/9/the-april-2024-security-

updates-review
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