. BOTUPHAP_ CONG HOA XA HQI CHU NGHIA VIET NAM
CUC CONG NGHE THONG TIN Poc lap - Tw do - Hanh phiic

S8:468 ICNTT-HTKT&ATTT Ha Ngi, ngayl§ thing 9 nam 2021
V/v Céanh béo 16 hong bao mét nghiém
trong trong Camera IP Hikvision

Kinh gtri: - Cac don vi thuéc Bd Tu phép;
- Cuc Thi hanh 4an dan sy céc tinh, thanh phé truc
thudc Trung wong;
- S& Tu phép cac tinh, thanh phé truc thude Trung
uong.

Hién nay, tinh hinh an toan an ninh thong tin trong nudc dang c6 dién bién
phtrc tap, cac don vi chuyén trach vé an toan an ninh thong tin lién tuc dua ra
céc canh bao, khuyén nghi vé cong tic dam bao an toan an ninh thong tin trong
giai doan hién nay. Thoi gian gan ddy cac chuyén gia bao mat da phat hién 15
hong bao mat CVE-2021-36260 trong san pham Camera IP Hikvision. L& héng
ndy cho phép ddi tuong tin cong thuc thi ma tir xa ma khéng can xéac thuc, tir d6
chiém toan quyén kiém soat thiét bi, théng qua dé c6 thé truy cép va tin cong
mang ndi bd cua co quan. Theo danh gi4 tir cac chuyén gia bao mat, 16 hfing nay
anh hudng dén hon 100 triéu thiét bi trén toan cau trong dé ¢ ca Viét Nam.

Nhim bao dam an toan théng tin va phong tranh nguy co bi tdn céng c6
chu dich (APT), Cuc Cong nghé thong tin dé nghi Quy don vi thuc hién mot )
nodi dung, cu thé:

1. Kiém tra, ra soét va xac dinh hé théng thong tin ¢é sur dung hodc két nbi
véi thiét bi Camera IP Hikvision. Néu sir dung can thuc hién cap nhat ban va
tuong ng theo phat hanh cua Hikvision, tach riéng dai mang dung cho Camera
va han ché truy cép dén cac dai mang khéc.

2. Tang cudng giam sat va san sang phuong an xir 1y khi phat hién c6 dau
hiéu bj khai thac, tn cong mang.

Tham khao Hudng dan chi tiét tai muc Thong tin didu hanh/Théng tin can

Iwu y trén Cong thong tin dién tir B6 Tu phép: https://moj.gov.vn.




Trong trudng hop can thiét ¢6 thé lién hé dau mdi hd trg cia Cuc Cong
nghé théng tin, cu thé: Phong Ha tang k¥ thuat va an toan thong tin — Cuc Cong
nghe thong tin, dién thoai: 024.62739717, Email: csht@moj .gov.vn.-y/
Tran trong./.
i’"ﬁ;‘;;'f,‘;’,’;' cc TRUONG

- Thir truéng Nguyén Khanh Ngoc (dé b/c);
- Luu: VT.
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